Bandwidth Reservation
William Johnston and Gary Hoo, Lawrence Berkeley National Laboratory

We propose a model for bandwidth reservation that can be used in the context of a general resource reservation scheme, but at t
stay within the scalable model of the differentiated classes of service as described in the IETF diffserv Working Group documents

The basic idea is to have bilateral end node agreements that “reserve” bandwidth in the sense that a site actively manages alloc
one or more classes of service. The overall limits on a class of service are established in the corresponding service-level agreem
the institution of the end nodes and the ISP, but the allocation of flows to this class is closely managed by the end node institutions
egress.

one’s policy based authority to another site so that the bilateral agreements necessary for inter-site application operati
automatically. (See, e.g., [2].)

The network level technology to accomplish this is provided by the classifier/shaper/policer functions of the diffserv “traffic con

When instantiated, this slot is a “micro flow” in the diffserv terminology.

slot, source id, bandwidth) are compared with policy. If the requestor and resource meet the policy, a reservation is made (the slot i

represent the reservation.

retrieves the certificate (based on the requestor id and flow characteristics), validates the user and certificate, and instantiates the
The flow characteristics are passed to the TC for classification and enforcement. From the point of view of the ingress router of th

Another important component in this architecture is a bandwidth broker. This service interacts with the bandwidth manager at the
in order to accomplish the bilateral reservation. The model here is that some entity (“user_B”) at the target site (“site_B”) is the

manager in order to accomplish the reservation. The site_B incoming flow could probably just be authenticated based on the
matching the reservation (i.e., site_B trusts site_A to authenticate the flow when it is instantiated), although more elaborate authet

possible.
J
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d
(TC) element. Layered on top of the TC is a “slot” allocation mechanism (“bandwidth manager”) that manages the use of a ser\J

Reservation requests are made to the bandwidth manager. The identity of the requestor (user_A), together with the requested res

and the available bandwidth in the SLA is decremented) and a certificate (a digitally signed document) is issued by the bandwidth n

When, at some point in the future, a request is made to instantiate the flow (i.e. start the instrument or application) the bandwidth
SLA is never violated because the site bandwidth manager does not over allocate and the TC enforces flow characteristics as rese

receiver of the flow. The site_B entity must have the right (i.e., be within the policy of site_B) to utilize this flow. User_B conveys (a
its authority (in the form of a proxy certificate) to user_A, and the site_A bandwidth broker presents this proxy to the site_B bandwidth

e same til
5)).

tion agair
nt betwe
at the site

Further, the resource allocation should be policy based in a way that allows automated reservation, and it should also be possible to prox

n happet

itioner”
ice class.

source (tir
5 allocate
nanager tc

manage

low.

fe ISP, the
rved.

target site
willing)
priori)

flow spec
tication i




Akenti Application: Bandwidth Reservation
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Figure 1. The model for bandwidth reservation.
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g Notes A

Unless otherwise noted, these paper are on the Web, and pointers may be found at
http://www-itg.Ibl.gov/~johnston/papers .
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/ numerical from a particle accelerator experiment. The source of such data objects, e.g. centralized health care facilities orhayge
scientific instruments is often remote from the users of the data and from available large-scale storage and computation systems.”
“Our Large Data-object Architecture utilizes a high-speed wide-area ATM network between the object sources and a mutli-level
distributed storage system (DPSS). As the data is being stored, a cataloguing system (ImgLib) automatically creates and stores
condensed versions of the data, textual metadata and pointers to the original data. The catalogue system provides a Web based graphic
interface to the data. The user is able the view the low-resolution data with a standard internet connection and Web browser, pr if

high-resolution is required can use a high-speed connection and special application programs to view the high-resolution origjnal data.”
See http://www-itg.Ibl.gov/WALDO

This document, and more information, may be found at
http://www-itg.Ibl.gov/security/Akenti

N J

9

wejohnston@Ibl.gov http://lwww.itg.Ibl.gov/Akenti

[Policy.based.diffserv.VG.fm - August 30, 1998]



